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CASE STUDY:

[hsuring external
Infrastructure remains
secure and free from
vulnerabilities

CO M PANY & C HALLE N G E As part of its Information Technology mission, modernising

communications was vital for City of London School. The

Situated in the heart of London, City of London School was pace of technological change in the education sector offers
founded in D00 The School is renowned for its high level opportunities for the School to develop its practice of

of achievement, excellent examination results, and excellence in teaching and learning. Dowever, with this pace
impressive progression to top universities. of change, City of London School are increasingly aware of

cyber criminals and the risOassociated. Protecting sensitive

City of London School prides itself upon the diversity of its pupil data at City of London School has never been
community, reflecting as it does the social and cultural more important.

breadth of London. The School provides day education to

about 000 pupils aged Mto Mand employ approximately As part of an internal audit, [be Matthews 0T ManagerQ

MOteaching staff and around another 00 non-teaching identified testing as a [ky priority to ensure their existing

staff. systems are secure.
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As part of the proactive drive to consistently optimise and
validate the security strategy, City of London School turned to
MTI Technology, a Oicoh entity. City of London School engaged
with MTI to conduct penetration testing on externally facing

infrastructure such as routers, web and mail servers.

As a cloud-first organisation, City of London School understood
the need to ensure their external infrastructure was secure. MTI
understood City of London School’s need to consistently
optimise their security posture. Protecting and managing their

data securely is a priority for the school.

Once testing was complete, an in-depth analysis was provided
to ensure any highOrisOaspects were identified and
appropriately remediated. In addition, City of London School
could ma[k educated decisions on how to update their security

posture based upon data produced from testing.

Optimising the existing security posture of

existing IT systems could reduce the lilklihood of an attac
being successful. The clear, concise and easy to understand
reports produced by MTI were also highlighted by City of
London school as a ky benefit to MTI's penetration testing

service.

[As a school, the
aspect of security

re uires peace of mind,
we need organisations
lile MTI to help and be
a responsive and
consultative security
partner.l
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OMitigate data lealkhge ris
0 Optimisation of security strategy
Oincreased cyber-security awareness

OAuditory reuirements achieved

OActionable remediation post
testing
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ABOUT RICOH

MTI was acquired by Ricoh in 2020 to grow its IT Services
capabilities. Ricoh is empowering digital workplaces using
innovative technologies and services, thus enabling individuals to

work smarter.

With cultivated knowledge and organisational capabilities nurtured
over its 85 years' history, Ricoh is a leading provider of document
management solutions, IT services, communications services,
commercial and industrial printing, digital cameras, and industrial

systems.

Headquartered in Tokyo, Ricoh Group has major operations
throughout the world and its products and services now reach
customers in approximately 200 countries and regions. In the
financial year ended March 2022, Ricoh Group had worldwide sales

of 1,758 billion yen (approx. 14.5 billion USD).

The facts and figures shown in this brochure relate to specific business cases. Individual circumstances
R I Co H may produce different results. All company, brand, product and service names are the property of
imag | ne. change_ and are registered trademar [k of their respective owners. Copyright 0 0000 Dicoh Curope PLC. All
rights reserved. This brochure, its contents and [br layout may not be modified and [br adapted,

www.ricoh-europe.com copied in part or in whole and [br incorporated into other wor [k without the prior written permission A RICOH Company
of [icoh urope PLC.





